AirWatch MDM TeleMessage Deployment Guide
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1 Overview
This document will outline the steps needed to deploy WhatsApp Archiver via AirWatch MDM.

Installing the app is composed of 3 steps.

AirWatch web admin - adding accounts/devices (if not already added)
Mobile phones - Installing Intelligent Hub. (if not already installed)
AirWatch web admin — Creating groups (if not already created)
AirWatch web admin — Distributing WhatsApp application
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2 Add new device to AirWatch
1. Go to Accounts-> List View -> Add -> Add user

INE UEM

Accounts ¥ Users

p)
ist View
T

¢ 3
Enrcliment Status 2 Fllters 4 bl

4
Batch Status Genera l:o Add User I <4

- Users Settings > Batch Import
DEVICES benshtaim
User Groups > - benshtaim benshtaim
~ Administrators >
= galaxy5telemessaged
. +L » | BalaxyStelemessages galaxyStelemessaged

Iphonestelemessage
M »  |phonettelemessage

iphonetelemessagemdmtest

2. Enter mandatory fields and click “SAVE AND ADD DEVICE”



Add/Edit User

General Advanced

BASIC

susanjones

Susan Jones

emall address * susan@relemessage com

Emall Username

Domaln

> Enroliment

m SAVE AND ADD DEVICE CANCEL

Click SAVE
Saving the device will trigger an email to the new account’s email address. The email will enable the device to be added to the account
via Intelligent Hub.



Add Device

General

Message

)pGlobalDefault Termplate)

SAVE CAMCEL

4. A welcome email is sent to the newly registered user.



5. If the mail doesn’t display with pictures, the user should enable Download Pictures

Workspace ONE UEM User Activation

AirWatch <noreply@awmdm.com>
T Tsur Arieli

(1) Click: here to download pict lowniload of same pictures in this message.

Download Pictures

Change Automatic Download Settings...

Bdd Sender to Safe Senders List

Add the Domain @awmdm.com to Safe Senders List ¥ = Sewnlcad pichuri. To haly protect your privasty, Cutiosk privenbed ubsmass dowiosd

Werkipace ONE UEM - Meisbe Duvicw Maragerment, Mebile Azpic sten Manisgsmant, Hobsis Centant Misnsgament
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6. The user should reset the password by clicking the password link

Workspace ONE UEM User Activation

AirWatch <noreply@awmdm.com>
To Tsur Arieli
vmware

Warkssacn ONE LIEM Linsr Asthation - 2132000
b akind Pleatn ks he £o
S840 §OUr WOrApRCS OME LIEM pastwons
bern Tt BB 15 861 UD U pastweed 82 HEDY ReehE:
da 0 E1132080-2E07-4A8A- 2501
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7. Browser page launches. The user should enter a new password and click Submit

AirWatch SSP

Group ID TELES422

Username susanjones

Mew Password

Confirm Password



8. Complete the registration information according to the welcome email and click Log In

A|rwatCh SSP Q Only downboad from your device's Official App Store

English (United States)
: Enroli your device,

AuthenScasion may be required. Your unique credeniials ane below

Werd Reset Link

scan the QR code to begin enroliment

AirWatch SSP

0 susaniones's Device o
Pending Enroliment
My Devices.

susanjones's Device

BASIC ACTIONS

® Resend Enrollment Message # View Enrollment Message
View the last en e

Resend the enrollment message 1o this device. nrollment message sent to this device.

X Delete Registration
Delete this record of registration




3 Intelligent Hub

3.1 i0S

1. Install “Intelligent hub” on your device from Apple Store

{ Search

Intelligent Hub
r ‘ VMware Workspace ONE

~

GET M
LA & 8*8*8+¢ No41 4+
9 Ratings Business Age




2. Launch the app and enter QR code

£)

B Or Code I




3. Scan the QR code from the welcome email.
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4. Enter username and password. Tap Next

Q Ordydnwnhadﬁmwurdeqiee’m

Authentication may be required. Your unique credentials are belc

Server URL: techp-ds awmdm.com
Group ID: TELE9422

Usemame: susanjones

Password: Use assigned password

Alternatively, scan the QR code to begin enrollment:

Please contact your IT helpdesk if you have any que




susanjones

11213145161 7]18]9]0




5. Select your privacy selection and then tap Next
8 App Slore ol T 1514 58% ..

<

£

We value your privacy

We don't collect Wa may collect

Messages

00

Personal Email




6. Enable notifications

"Hub" Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can

be configured in Settings.

Don’t Allow




7. The mobile browser will open a profile installation page. Tap Allow

aA & techp-ds.awmdm.com )

This website is trying to download
a configuration profile. Do you
want to allow this?

lgnore  JAllow




8. Tap Close

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close




9. Open iPhone Settings
Cancel Install Profile
Settings

Q Search | Workspace Services
Workspace

Signed by *awmdm.com

telemessage QA Verified v

Apple ID, iCloud, iTunes & App Store

v

Description Workspace profile to separate work and personal data
and activate access to work applications and services
on your device.

Apple ID Suggestions e > Contains Device Enreliment Challenge

More Details >

| Profile Downloaded

Remove Downloaded Profile

Airplane Mode _

Wi-Fi TeleMessage >

Bluetooth Off >

Cellular >

Personal Hotspot Ooff > '
Vil VPN Not Connected >

Cancel




Cancel Warning

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the administrator at
“"https://techp-ds.awmdm.com/DeviceServices/
AppleMDM/Processor.aspx?
deviceld=51ddec46-207e-4202-
a744-5¢cc09d542660" to remotely manage your
iPhone.

The administrator may collect personal data, add/
remove accounts and restrictions, and install,
manage, and list apps on your iPhone.

10. Return to Hub app and enter Done

Profile Installed

Workspace Services

Signed by *awmdm.com
Verified v/

Description Workspace profile to separate work and personal data
and activate access to work applications and services
on your device.

Remote Management Contains Mobile Device Management
Certificate

Do you trust this profile’s source to
enroll your iPhone into remote
management? More Details



)

Your IT department will provide you
access to a wide variety of company
resources and apps and notify you if
further action is required.

11. Create a 4-digit passcode, enter Next and confirm passcode. Then enter | understand and then enter | agree
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0

Create a Passcode

Data sharing
\{ —

Want an even better app experience?

Privacy

Q Help us improve and develop new app
features and functionality that will make
J you even more productive.

We would like to collect information about
your usage of our app to better understand
how users interact with our apps and how
we can improve the app experience. We
analyze this usage data in the aggregate
and not in any way that identifies you. If you
change your mind, you can change this
setting at any time.

Your privacy matters.VMware Workspace
ONE collects information to provide secure
access to your work data and applications.
Below you will find an overview of data
collected by Werkspace ONE and Hub to
provide optimal performance, security and
support. For information about how your
company handles information collected by

Passcode Guidelines

For information about how VMware handles

1 2 3 4 5 6 7 8 9 0 [ecrkepecalRib Jolcessleoniaevoly your usage data if you elect to share this
A -l e b o -l e SOmE= Y data with VMware, visit https://
i ! help/pri .html.
-/ ;) $ & @ " For information regarding the data VMware wwwymware.com/help/privacy.htm

collects in connection with your use of this

_ application for product improvement and
H#+= . . ? ! ! &)

A _ other analytics purposes,

, see the Trust &

Muara's D

Not now

lunderstand

12. That’s it. iOS Mobile Hub is all setup. Now admin can deploy the app.




3.2 Android Intelligent Hub installation
1. Install “Intelligent hub” from Google Play

< Q i
r‘ Intelligent Hub
o VMware Workspace ONE

What's new * >

Last updated Jan 31, 2020

+Prevent Data Sharing - Personal to Work Profile
*Re-authenticate expired managed google accou...

Rate this app

Tell others what you think

1 GRS * GRS * G * G * ¢

Write a review

Developer contact ~




2. click to “QR Code”, give all permissions and scan QR code which you receive to the email

0

Email address or server

¥ Allow Hub to make
and manage phone

[& Allow Hub to take
pictures and record

calls? .
video?

DENY  |ALLOW
- DENY

oo}
ﬁ}g QR CODE




3. Scan the QR code
vmware

‘Workspacs ONE UEM User Activation - 2/3/2020
Teur Arieli,

Congratulations! Your Warkspace ONE UEM account has baen enabled. Please follow the steps balow to

ennall your device.

Set your Workspace ONE UEM password.

Fallow the prampis i set Lp your password at hitps-ibechp.

deawmdm. ESSIONID=E 1132686-2E07-4AA-8501-
D4004082A6200
impartant: The link above will expirs on 204/2020 3:49:30 AM

Hf the link has expired, please contact your IT help-desk to request a new enrollment email at

norephyi

the pace ONE Hub app.

Dawnload the Workspace ONE Intelligent Hub app on the device you want 1o enroll at GetWSONE com

H the Workspace ONE Intelligent Hub app is installed an your device, you will be redirected 1o it If nat,
you will be redirected o your device's official app stare to download it

Wnpartant
inside the Warkspacs ONE Intalligent Hub pictured below:

lease do hot enter any persanal or argarization specific infarmatian LN you are sscurely

r ‘ only download from your device's Official App Store
o«

Enroll your devics.

Authentication may be required. Your unique credentials are below:
Server URL: techp-ds awmdm.com

Group |D: TELEG422

Username: isuriltelemessage com

Password: Use Password Reset Link

Alternatively, scan the OR code to begin enmlinent

Please contact your IT helpdask if you have any questions: norephy@company. com

AirServer® Universal (x64)

File View Help




4.

*

Usermame

susanjones

Password

Oﬁli'llliil @

8 v

T 23040506 702309)0

< Privacy

Your privacy matters.

Yilware Workspace OME collects information
that is required to provide secure access to your
work data and applications, Below you will find
an overview of data collected by Workspace
ONE and Hub to provide optimal performance,
security and support. For information about
how your company handles information
collected by Workspace ONE, please contact
YOUIF COMpany.

Far information reqarding the data Viware

q w e 7 1 y u i o p collects in connection with your use of this
application for product improvement and other
o analytios purposes, see the Trust & Assurance
a s d f g hjijk]! Center and Yiware's Privacy Notices,
Ty Z X o ¥ b nm @ Contact your company's T administrator if you
want to find out how to un-enroll your device
od dizeontione accecsto thic snn.
3, 4 English (UK} & . | Go
= (J s — J &
5. Tap NEXT -> NEXT-> ACTIVATE

Enter user name and password. Tap Next. next page click “understand”, next page click “Agree”

¢ Data Sharing

Want an even better app experience?

Help us improve and develop new app features
and functionality that will make you even
maore productive.

We waould like to collect information about your
usage of our app to better understand how users
interact with our apps and how we can improve
the app experience. We analyze this usage data
in the aggregate and not in any way that identifies
you. You can change this setting at any time.

For information about how WiMware handles
your usage data if you elect to share this data
with Whware, wisit

http:ffwwew vrnware.com/help/privacy. html

| AGREE

NOT NOW

(]

A
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Part 2: Secure

You have completed Authentication.

The following steps will ensure your device
is compliant with your company's policies.

NEXT

Grant Permissions

Hub needs to be the device
administrator so that it can:

* Protect your data

* In the event of loss or theft, remove
all corporate data

TIP

Select Activate on the next screen

NEXT

< DEVICE ADMINISTRATOR

Q Hub

Hub would like to manage your device.

Activating this admin app will allow Hub
to perform the following actions:

* Erase all data
Erase phone's data without warning, by
performing factory data reset.

* Change screen unlock

password
Change screen unlock password

* Set password rules
Control the screen unlock password
length and character restrictions

* Monitor screen unlock
attempts
Monitor the number of incorrect
passwords typed. when unlocking the
screen, and lock the phone or erase all
the phone's data if too many incorrect
passwords are typed.

* Lock the screen
Control how and when the screen locks

CANCEL ACTIVATE




6. Enter a 4-digit passcode and confirm. Tap NEXT

de should _
~+ haveatleast4num' (s) i
- notberepea’  _.cending /descending

4 Passcode

Confirm Passcode

LI L]




7. Tap NEXT -> CONTINUE -> NEXT ->



N=E70% W 18:40

Install Applications

@ " The following applications have
| been assigned to you to aid and
enhance productivity.

Part 3: Configure
You have successfully completed
authentication and securing your device. Archiver

_ . Runner
You will now configure enterprise

resources assigned to your device by your

IT department. AppCon

| igSample

CONTINUE




A S .69%818:41

Well Done

You have completed configuring your
device.You will receive a notification if
further action is required.

O




8. Select if you want to add to home screen.



RET.69%818:4

Shortcuts




9. That'sit! You are ready.



NE T a69% M 18:42

Account

Susan Jones

0 This Device

ee App Catalog

Q Support

'o About




4 Creating an Assignment Group
1. Login to AirWatch Web.



2. Click GROUPS & SETTINGS -> Groups -> Assignment Groups -> ADD SMART GROUP

] \Works pace ONE UEM TELEMESSAGE LTD.

~ 2
Groups W Groups & Settings  » Groups

Organization Groups >

Assignment Groups

|lcar (Croppnc

3 4

App Groups 2 Groups Managed By

= Admin Groups =

all - by ofer TELEMESSAGE LTD.
All Settings 2 -

Configurations

Eol
o All Corporate Dedicated Devices TELEMESSAGE LTD.

COOUNTS -

s All Corporate Shared Devices TELEMESSAGE LTD.

APPS & BOOKS

All Devices TELEMESSAGE LTD.

CONTENT

All Employes Owned Devices TELEMESSAGE LTD.

michael_group TELEMESSAGE LTD.

(‘t WhatsApp Archiver TELEMESSAGE LTD.
TELECO# ~

TELEMESSAGE LTD. (TELEMESSAGE.. TELEMESSAGE LTD.
Iy Eroup TELEMESSAGE LTD.

test user group TELEMESSAGE LTD.




3. Click DEVICES OR USERS and click OK on the warning popup.
[ .

Device Preview DISABLED

Organization Group all

#| TELEMESSAGE LTD.

User Group ANy
Ownership Any
Tags Any
Platform and Operating System any
OEM & Model Any
Model (Legacy) Any
Enterprise OEM Version Any
Management Type Any bled to enhance performance.
Enroliment Category Any
Additions None
Exdlusions None

CANEEL m




I Yo

techp.awmdm.com says

WARMING: If you switch from Criteria to Device/User selection, you will
lose all the selection criteria used to generate the device list on the
current page and any policies or apps assigned to those devices,
Switching back will not repopulate selection criteria. Are you sure you

want to continue?

iflix

S



4.

Enter the user accounts for the group. Click ADD . The account is added to the group

MName
Managed By TELEMESSAGE LTD.
Choose Type | CRITERIA || DEVICES OR USERS
Devices

Enter device friendly name

Users

sSUsE

Susan Jones (susanjonss) tsun@ielemessage com




Create New Smart Group

MName

Managed By TELEMESSAGE LTD.

Choose Type | CRITERIA || DEVICES OR USERS

Devices

Enter device friendly name.

Users

| Susan Jones (susanjones) t w@h lemessage com

Enter username, first name or last name.

|[ apD

1 Selected




5. Enter the group name and click SAVE



Smart Group

v

MName TeleMessage Androld WhatsApp Archiver ‘ 1

==

CRITERIA || DEVICES OR USERS Device Preview DISABLED

e e oo

Choose Type

Devices
1 Selected

Users

¥l Susan jones (susanjones) t ur@ xlemessage.com

Enter username, first name or last name.

=

Live Wiew disabled to enhance performance.

2
o D




5 Distributing WhatsApp application

1.

Click APPS & BOOKS -> Native -> ADD APPLICATION

pace ONME UEM

Virtual
Access Policies
Logging
Application Settings
Books
Orders

All Apps & Books Settings

S

il

TELEMESSAGE LTD.

Appszac Books ¥  Applications

!.Jat'we

Internal Pu

Fllters

d
[

o

ic

Purchased 3
«
|g} ADD APPLICATION | EXPORT |
Mame
[WhatsApp]

TELEMESSAGE LTD.

[WhatsApp]

AirwatchExampleProject
TELEMESSAGE LTD.

AirWatchExampleProject

AirWatchExampleProject



2. click UPLOAD

Add Application

organization Group ID * TELEMESSAGE LTD.

application File * UPLOAD




3. Click Local Fil -> Click Choose File ->select the WhatsApp Archiver ipa or apk installation file and click SAVE

‘_1

#® | ocal Flle Link

Choose File | va2.19....-38.3pk

you have used 521 MEB of 5000 MB

e




4. Wait for the file to upload

Add

Type (® Local File Link

| Choose File |\wa2. 1% -29 apk

You have used 495 MB of 5000 MB

CANCEL




5. Click CONTINUE

Add Application

Organization Group ID * TELEMESSAGE LTD.

application File* wa2.19.308-38.apk

CONTINUVE CANCEL




6. Click SAVE & ASSIGN

Edit Applicati
@ "o

ternal & St Acti D: com
Details Files mages Terms of Use More v
Name * WhatsApp i
TELEMESSAGE LTD

Application ID*
actual File version * 219308
version 2 ] 08 i

Beta ‘ YES

A

Categories - 0
Minimum 05 * Any -

supported Models * Android

s App Restricted to Sllent |

Description

SAVE & ASSIGN CANCEL




7. Click ADD ASSIGNMENT

WhatsApp - Update Assignment X

Assignments Exclusions

n based on the below configuration
s belong to multiple groups, they will receive palicles from the grouping with highest priority (0 being highest priority).

Devices will rec

In the case where dev

Priority App Delivery Method Effective Managed Access Send Configuration

MNo Records Found



8. Enter the Assignment group and Click ADD

WhatsApp - Add Assignment

ment Groups

Deployment Begins

‘Your current time zone Is (GMT-05:00) Eastern Time (US & Canada)

Policies

-\

e to enable Data Loss

Managed Access ENABLED DISABLED [if]
App Tunneling ENABLED DISABLED [if]

application Configuration

<

CANCEL



9. Click SAVE AND PUBLISH

WhatsApp - Update Assignment X

Assignments Exclusions

n based on the
long to multip

being highest priority).

Name Effe VPN Access Send Configuration
TeleMessage Android WhatsApp Archiver 0 On Demand Now a [x] )
Disabled Disabled Disabled

SAVE AND PUBLISH CANCEL




10. Click PUBLISH

Preview Assigned Devices X

Assignment Status | a)| - search List <

@ added susanjones Androld Androld 8.0.0 K|SE susanjenes Androld / Androld 8.0.0 7 Androld TELEMESSAGE LTD.

tems 1-1 of 1 page 5ize- | 20 v

ml CANCEL




11. The application is added to the application list. Click the application.

YNE UEM

Applications v Apps &Books  »  Applications
B e
Web >
Internal Public
Virtual >
cess Policies = =
Access Policie: Filters > [© apoappucation | | v
Logging >
v lcon Name
Application Settings >
Books >
AppConfigsample
Order: v _pp - = p_ m Android/AllfAndroid
Orders > ELEMESSAGE LTD.
All Apps & Books & App! e
- 104
AW_TEST
- B . ~ [ versions) DR
ELEMESSAGE LTD.
] AW
AW_TEST
CONTENT - B 5 100
MDMB
= - - m Android/AllfAndroid
= ELEMESSAGE LTD
MOME
- 1.00
Q
- TeleMessage
~ L1 versions) ]
TELEMESSAGE LTD.
& . B TeleMessage "
TestAndroidRestrictions
A =~ TesyndrowdRestr  versions) DO
ELEMESSAGE LTD.
TestAndro
- B 100
O | e Lo
hdl Android/AllfAndr
TELEMESSAGE LTD. ndral '‘Android
WhatsApp
s © 219308
- PR




12. Click DEVICES

Apps & Books »  Applications

= WhatsApp

Internal | Managed By: TELEMESSAGE LTD. | Application |D: com.whatsarp

Surmmary Device

Filter by Smart Group Start typing to add a

Assignment and Install Details @

B n:taled B notinstalied

10

M

,_- 1R

219.308




13. Select the devices you would like to install and click INSTALL

guy@telem|

Apps & Baoks » Applications

i & WhatsApp

nternal | Managed By: TELEMESSAGE LTD. | Application ID: com.whatsarp

I Summary Device

>
FILTER » [
App Sample Last Seen App Status Assignment Status Last Action Taken install Status Device User
> h Not Installed Assigned (2.19.308) - - susanjones Andreid Android 8.0.0 KJBE susanjones
1
s ‘—.—
>
>

14. Click OK to confirm
Zationgroupuuid=Uadsesdb-sbUc-43bb-t5eU-bbabias4bal | sldevicetype =Andr

Yo flix
techp.awmdm.com says

This app will be installed only on devices with y

Cancel

15. That’s it! Mobile phones with activated Intelligent Hub will install the application.
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