‘@)
? SECURE

@ Message
FEATURES LIST

Feature

Description

Secure text messaging &
file sharing (pictures,
videos, documents, etc)

User accounts managed by an administrator can send secure and
encrypted messages to other users within the organization.

End-to-End Encryption

Our application adds an encrypted delivery layer for end-to-end protection,
throughout transport, on the device and in the database. Our solution
enables ciphers including AES and TLS among others.

PIN Codes

Users can be forced to set a PIN code to unlock the application.
Administrators can decide how often employees need to input the PIN,
either upon device screen lock or device inactivity.

Self-Destructing Messages

Administrators can set a time limit for how long recipients can view a
message which then is deleted once the time limit has been reached.

Remote Lock & Wipe

In case of a lost, stolen, or compromised device, the administrator can
ensure remotely lock the device and remotely wipe all data.

Forward Locking

Restrict users from forwarding messages to users outside of the Active
Directory.

Deletion Restrictions

The company administrator can determine whether users can delete or
disable the application.
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Central Management

Manage employee access to TeleMessage; add, suspend or delete users,
and import multiple users at the same time.

Message Archiving

Identify, collect and archive inbound and outbound messages to
establish internal policies, monitor activity and comply with external
regulatory bodies & audits. TeleMessage can also archive text messages
sent & received outside of the app via Virtual Number.

Policy Enforcement

Set mobile messaging policies including permissions, allowed devices,
fallback from IP to SMS, security features, archiving and service levels.

Reporting Tools

Get real-time usage reports, statistics and trends according to various criteria
such as message type or user history.

My Company Address
Book

The platform include active directory integration and a centralized address
book, contact lists and groups to facilitate and simplify communication.

Connect All Employees

All employees can use the app, whether they are in the office or in the field.

Group Messaging

Multiple users can chat at the same time with no limit to the number of
groups that can be created; every group has an admin which can add or
remove participants; users can stay or leave groups as they wish.
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SMS Fallback

In case users’ data coverage or Wifi doesn’t work, IP Push Notifications will be
delivered as SMS messages ensuring delivery of messages in a timely manner.

Message Confirmation

Users are notified when messages sent, delivered, read, or deleted in real-time.
Message delivery can also be tracked through the web.

Multi-Channel Delivery

TeleMessage delivers all kinds of messages: IP Push Notifcations, SMS, voice
(pre-recorded voice messages or text-to-speech), fax and email.

High Availability

Our carrier-grade infrastructure ensures that you can continue to work without
worry of interruption as we guarantee high availability with 99.9% SLA uptime.

Cross Carrier & Cross
Device Compatibility

TeleMessage communicates across devices and platforms. Just send the
message and our platform will determine the best means of delivery. Our
application runs on both Android and iOS devices.

International Message
Transmission

We provide worldwide coverage of SMS and voice message termination. With
more than 100 operators in over 200 countries, your message will reach
virtually any mobile subscriber worldwide.

N 2 ITREADY

SDK for Android & iOS

The TeleMessage SDK for Android & iOS enables developers & enterprises to
integrate secure text messaging technology into other apps and software.

Chat View (2017)

Users can send text messages directly from their desktops, just as they would
on their phone. The chat view feature replicates the look and feel of the app on
their desktop.

Secure Voice Calls
(2017)

Users can call other users through the app over data or Wifi via Web RTC
technology.

APIs

Integrate IT or operational systems with TeleMessage using our APIs: REST,
SOAP, XML, HTTP, SMPP, SMTP and more.

Resources &
Documentation

We've created a dedicated Developer’s Zone entirely for developers with code
samples and APl documentation.

To learn more:

Contact Us sales@telemessage.com | +1 (978) 263-1015

Visit Us Online www.telemessage.com | Developer’s Portal developer.telemessage.com
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