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The TeleMessage template is a standard Notes Mail template and can be treated in
the same way as any other Notes template.

Using the TeleMessage Template for Notes you can replace an existing database
design, create a new database.

We strongly recommend that you let your Lotus Domino Administrator read this guide
and install the TeleMessage plug-in for you. If it is not possible follow the steps
described below. Consult your administrator when required.

The following guide will instruct you how to install the TeleMessage Mail Plug-in for
Lotus Notes on a single mail database.

Important: before you take any action, read this document thoroughly.

Minimum Requirements and security issues:

1. You should download and run PrerequisitesTM.exe on the machine that runs your
Domino server and on the machines of all Notes client users who will use the
Plug-in.

The file can be found here: http://download.telemessage.com/notes.html

You should have Lotus Notes Release 5.0.5 or later installed on your computer.

Your mail database should reside on Domino server Release 5.0.11 or later.

Your default browser should be Microsoft Internet Explorer version 5.0 or later.

Access to the internet is required from both client side & Domino server side (if

security issues prevent you from granting such access,

please contact us support@telemessage.com).

6. None of the standard Lotus mail design elements (such as the Inbox folder or the
ACLManagement script library) in your mail database should have the "Prohibit
design refresh or replace to modify" option enabled in the design document
properties. If you have done changes to some of the standard design elements in
your mail database and you would Ilike to keep those changes,
please contact us support@telemessage.com.

7. The user ID file you use when installing the plug-in should have Designer access
to your mail database in the ACL with all the possible “Allow:” permissions
checked (so that you can replace the design).

8. If the TeleMessage template will resides on the server, the user ID you use when
installing the plug-in should have at least Reader access to the TeleMessage
template.

9. The signer of the mail database with TeleMessage plug-in, must have permission
to "Run unrestricted methods and operations”, on the server where the mail
database resides.

10.The signer of the mail database with the TeleMessage plug-in, must have
Designer access to the mail database with permissions to:

e "Delete documents",
e "Create LotusScript/Java agents"
o "Replicate or copy documents"
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11.The signer of the mail database must be granted at least the following ECL
permissions on the workstation:
e "Access to file system"
"Access to current database"
“Access to environment variables"
"Access to external programs”
"Ability to send mail"
“Ability to export data”
“Ability to modify other databases”
o "Access to Network".
12. The user of the database must have at least Editor access to his mail database in
the database ACL

Please see Annex A — Security configuration for TeleMessage Plug-in for detailed
instructions on how to ensure requirements 6 — 11 are met.
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Making a backup copy of your database. eI VEE: =

Before installing the TeleMessage template, backup you mail database and verify the
backup copy according to the usual backup process in your organization. If you don’t
sure how to do that, consult your Domino administrator.

If you don’t sure how to backup your database, your administrator is not available
and you still wish to install TeleMessage Plug-in, make a copy of your mail database
according to the following steps:

a. Open your mail database and choose:
File > Database - New Copy (see figure below).

@) Create a copy of an existing databaze
File Edit Wiew Create A&ctions Help

Hew BRI ET O oNNE o EAQE
Close el - ”J -
Saye (k3-S5
Save AsNewversion
Locument Properbies, . . m
Database 3 Properkies. ..
Replication b Access Control., ply to Al v] [ Forward v] [ Delete ] [ Follaw g -
Mobile r
Instant Messaging p o OpET ik |/\ |DETE % |Tir‘nE |BizE
Mew, ., Chrl+M
BEbach, . .
Bl Publish...
Expork,..
Delete. ..
Page Setup... Archive,..
Print Preview. .. i Choose
Pririt... Chrl+P Refresh Desian... "New Copy"
Replace Design. ..
Preferences 3 Design Synopsis...
Security 4
Tools k
Exit Motes

B

Figure 1 — Choosing a new Database Copy
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b. In the “Copy database” dialog do the following (according to the figure

below)

1. Choose Local

2. Type the title for your
backup, for example
"Original Jim Black’s Mail"

3. Change the filename

4. This option must be
chosen

Server acal

Copy Database "Jim Black™

5. Click 'OK’

‘ﬂ OF. when done

[ Tite —f@viginal.Jim Black’ Mal

i

Cancel

File name wariginaljim. nef
Encryption...

A Databasze dezign and documents
¥ Access Contol List

™ Create full text index far searching

]

" Database design only

Figure 2 — Saving a copy of the Original Design

i. Inthe “Server” field, select “Local”.

ii. Enter a title for the backup (e.g. "Original Jim Black’s mail")
iii. Change the file name (i.e. add a prefix “original” to it)
iv. Ensure the “Database design and documents” option is chosen

v. Click “Ok”

vi. If a dialog asking “Replace existing <path>.ntf file ?” appears (see
figure below for example), click “No” and go back to step iii.

Lotus Motes

‘} W

\__,\/' Replace existing D:\lotusinotess)datat originaljirm. nsf?

Yes |

]

If this screen
appears, click 'No'
and change name

u}

Figqure 3 — preventing from overriding existing files.
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After clicking “Ok” in step iv. , the copying process will start and a progression bar
will appear in the bottom of the Notes window as in the figure below.

Preview

A] m Copying Original Jim Black's mail - 5071 dezign elements left to copy 10% | ['-_-‘3 4] [foiu:e

Fiqure 4 — Database copying progression bar.

Wait several minutes until the copying process is completed. At the end of the
process, “Database Copy Completed” will appear in the bottom of the Notes window
on the left. (see figure below)

Follow Up~

onvsendielemessage

] [Dalal:uase Copy Completed.

Fidure 5 — Database copy completed message.
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Preparations:

1.

Important: If you have added custom agents, folders or other design elements
to your mail database or template, you must ensure you have checked the option
to “Prohibit design refresh or replace to modify” in the design documents of those
elements. Otherwise these elements will be lost.

If you have downloaded the zipped file, extract the Mail(R5-6)TM.ntf file from it.
Using the Domino Admin client sign the TeleMessage template (the filename of
the template is “Mail(R5-6)TM.ntf” ) with user ID which has all the required
security permissions as specified in “Minimum Requirement and security issues”.
Place the signed template into the data directory of your Domino server, OR, for a
single install, the Notes\Data directory on your computer (a usual path of the
directory is “C:\Program Files\Lotus\Notes\Data”).

Using the Domino Admin client prepare a user ID file which you will use for
replacing the design of the mail database. Please see “Minimum Requirement and
security issues” in order to ensure the user ID you prepare has sufficient security
permissions.

If you have not installed PrerequisitesTM.exe yet, please install it now on the
machine that runs your Domino server and on the machines of all Notes client
users who will use the Plug-in.

The file can be found here: http://download.telemessage.com/notes.html

Notice: If you had had no proper user IDs and security permission till now and you
had to make changes to your sever document ACL, ECL or to create new user(s),
those changes may not take effect immediately. Consult your Domino administrator to
make sure that the changes had taken effect before you continue.

If administrator is not available before you continue, please allow sufficient duration
for Domino server to process and apply the changes. We recommend that you wait
about two hours to be sure the changes took effect.

For more detailed instructions on performing steps 2 and 3
please see Annex A — “Security configuration for TeleMessage Plug-in”
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Installation instructions:

1. Launch the Notes Client, make sure you are using a user ID which has all the
required security permissions that are specified in
“‘Minimum requirements and security issues” section above.

2. Open your mail database.

3. Replace the design of your mail database with TeleMessage template:

a. Choose File, Database, Replace Design... (see figure below)

f} Feplace entire database design with a different design
File Edit Wiew Create Actions Help

Tz MBECT SO ORE == F@aQE
Close Chrl+ ”J I
- -
SavE (b5
Save s e ersion
Documment Properties, .,
Inbox X

[ratabase 4 Properties. ..
Replication r Access Contral.., ply o Al v] [ Farward v] [ Delete ] [ Fallow Lip v]E
Mobile 4
Instant Messaging 2 Open... e |”“ |DEtE A4 |TiI‘T|E |8ize h

Mew, .., kel
fktach.. e
Impott, .. ew. Hliue

Publish...
Export...

Delete. ..
Fage Setup... Archive. .. ch

— oose

Prink Presiew. .. Refresh Desi Bl Desian

Preferences k Design Synopsis...
Security 4

Tools »

Exit Nates

=T
=

e

Figure 6 — Replace Design of Database
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b. In the “Replace Database
(as explained in the figure below):

Design”

dialog, do the following

i. In the “Template server” field choose the name or the server where
TeleMessage mail template resides or “Local” if it resides in a local

directory.

1. Choose the
location of the
TeleMessage

template

iv. Click “Replace”

IL::uc:aI

i. Choose “Mail (R5.0) TeleMessage”
iii. Check “Inherit future design changes”

4. When you are done,
Click 'Replace"

E Extended Mail [RE]
Latus SmartSuite Library [E

: =5l Mail [F5.0] TeleMeszage

.
L)

2. Choose 'Mail (R5.0) TeleMessage' Template.
The file name that will appear next to the “About”
button, should be Mail(R5-6)TM.ntf

E b ail (RG] J
E Microzoft Office Library (5]
E Perzonal Addresz Book, -

Mai[R5TM nif

I Wtes
v MRerit future design changes
[ Hide formulas and LotusScript

.

3. Check “Inherit future
design changes”

Figure 7 — Choose the TeleMessage Design and Replace

v. A dialog as on the next figure will appear. Click “Yes”.

Replacing a database design changes the database's views (except private ones), Forms, agents, fields, and roles to

?)
\_"q/

match those in the kemplate, Do wou wish ko proceed?

]

When this window
appears, click 'Yes' to
replace the design

Figure 8 — Confirm Replacement of the Design
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vi. The replacing process will begin and will take a while. Progression
bar as in the figure below will in the bottom of Notes window.

)

] [Updating ‘Databasze Script’ into database \lim Black' from A] m Feplacing design of Jim Black. .

L
Follow Up~ -

on vsendtelemessage Preview &

Figure 9 — Replacing design progression bar.

vii. When the replacing process ends, (a message like in the figure
below in the bottom of Notes window will appear) close your mail
database and reopen it.

|
Follow Up~ a

on vsendtelemessage

] [Design Replace completed

Figure 10 — Database copy completed message.
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4. Trusting the TeleMessage design

In case the TeleMessage template is signed by user ID which has no sufficient
permissions in the ECL on the workstation you will have to manually approve the
TeleMessage Application. You will be asked to do so, on the first usage of some
of the regular mail and TeleMessage functions. In such case, when you will use
some of your Mail/TeleMessage options for the first time after installing the
TeleMessage template, you may receive a security alert (see example in figure
below).

Execution Security Alert EH R

Muaotes haz been azked to execute a potentially dangeraus action by a program
on your system, vou have not authonized the signer of the program to perform
thiz action.

Program zigned by TeleMeszage/THMAES

On 0441872005 01:12:49 PM
|z attemnpting Access to cument databaze
"WWith the action MotesD atabaze GetProfileDocument
1. When this window
appears, choose “Start
trusting the signer to llowing this action to continue could damage your system or expoze
execute this action” onfidential information. Dizallowing it could cause the current activity to dizplay
imcarrecty or not complete.

Do MOT execute the action 2 Click “OK”

™\ Execute the action this one time

% "Start trusting the signer to execute this action

| oK, || More Info I

e
Figure 11 — A sample of a Security Alert where you will have to "Trust Signer”

This message will re-appear each time you use some of the features for the first
time. So you will have to repeatedly choose
“Start trusting signer to execute this action” and then click “Ok” a few times.

If the option of “Start trusting signer to execute this action” is disabled for you,
choose “Execute the action this time”. Doing that all the time is extremely
inconvenient. We strongly recommend your Domino administrator to assist you
granting the signer of your database with proper permissions in the ECL on your
workstation.
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5. Product Activation:

Click the “New TeleMessage” button which now can be found in your Inbox in the
action bar next to the “New Memo” button (see the next figure below).

2. Click the TeleMessage
/ button

¢ |nbox

Drafts
Sent 1. Go to your Inbox

g
=3
L2 Sent Telebdeszage
&3]
3

All Docurments
Trazh

Figure 12 — TeleMessage warning window in case product is Not Activated

On the first time you do that, you will receive the following warning:

warning x|
When this dialog appears,

6 Your TeleMessage settjpg not completed wet click 'OK' to activate the

Flease fill all requiredtields First. product.

Cancel |

Figure 13 — TeleMessage warning window in case product is Not Activated

After clicking “Ok” the TeleMessage Preferences form will appear (figure the
following figure).
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TeleMessage Preferences

| Messages | Alerts | Help |
Lagin I Dewvices | Contacts |
Login Details 1. Type your user name
User Narne:
Password: S —
Check login infa... 2. Type your password

Technician's code: l:|

3. Choose your default
lisrael @7y 4 7| country code

Default Country Code:

Figure 14 — TeleMessaqge Preferences and Activation Window

Please fill you User name and Password. (the ones your received in the registration
process in: http://download.telemessage.com/download/signUpForm.jsp )
Then fill your Default country code and Click “Ok”
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Un-installation:

In case you would like to remove the TeleMessage application, you will have to
restore your original mail database design.

Important:
Before you restore your original mail database design, backup you mail
database according to the instructions in “Making a backup copy of your
database” chapter.
If after you have installed TeleMessage plug-in you have added custom
agents, folders or other design elements to your mail database or template,
you must ensure you have checked the option to “Prohibit design refresh or
replace to modify” in the design documents of those elements. Otherwise these
elements will be lost.

To restore your original design follow these steps:

a. Choose File, Database, Replace Design... (see figure below)

@ Feplace entire database design with a different design
Fle Edt Yew Create Actions Help

— MIBE]CTCoHE Fob= 1 AQE
Close Chrl+ ”J I
- -
SEE: ZhH S
Sanefs el Yersiomn
Document Properties, ..
Inbox
Databasze 4 Properties... -
Replication P Access Conkral.., ' a8 CII =zl & Forward a C
Hslie . ’ Open... Chrl+o  Pate Size Subject
Instant Messaging 4
MEW. ., Chrl+m
BELECH ., —
Imnport. .. EW_ e
Publish.. .
Expotk...
Delete. ..
Page Setup... Archive. ..
Prink Previgw, .. Choose

) Refresh Design...
Pt mpmwmuiq Replace Design'

Preferences b Design Synopsis, ..
Security 3

Tools k

Exit Motes

V8 49

Figure 15 — Choosing to Replace the Design (back to original)
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b. If your mail database was not inheriting its design from a template, ask
your administrator to make a template from the copy of your database that
you have created earlier (see “Making a backup of your database”)

c. In the “Replace Database Design” dialog, do the following
(see example on the figure below):

i. In the Template server field choose the name or the server where
TeleMessage mail template resides or “Local” if it resides in a local
directory.

i. Choose the original design you had (consult your Domino
Administrator)

iii. Check “Inherit future design changes” if required (consult your
administrator)

iv. Click “Replace”

1. Choose the desired
Replace Database Design of mail'jim.nsf on ¥serr /b x| server

Template zerver

Ivserv#lelemessage . j

4. When you are done,
Latus SmartSuite Library (5] Click 'Replace”
- 83 il [RE)

E Miu:ru:usu:uft Office Libram [B]

BB Personal address Book j

2. Choose your original

BB Fersonal Journal (RE) design template

E TeamFoom [B]

i

3. Check “Inherit future
I Show ady Tiplates design changes” if
Inherit future design changes required

[ Hide formulas and LatusScript

S
Figure 16 — Choosing the Original Design to Replace

v. A dialog as on the next figure will appear. Click “Yes”.

Lotus Motes ﬂ

? | Replacing a database design changes the database's views (except private ones), Forms, agents, and fields ko match
‘-—‘:/ those in the template. Do wou wish to proceed?

When this window
appears, click 'Yes' to
replace the design

Figure 17 — Confirm the Replace of the Design
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viii. The replacing process will begin and will take a while.
ix. When the replacing process ends, close your mail database and
reopen it.
vi. Your original design, without the TeleMessage functionality, will
appear again.

Enjoy the TeleMessage Plug-In for Lotus Notes!

For additional help, please contact: support@telemessage.com

Annex A - Security configuration for TeleMessag

This annex includes instructions for configuring the security setting required for using
the full functionality of TeleMessage Plug-in to work. To carry out the actions
described here you should use Lotus Domino Admin client Release 6.5.1
or later R6.X version.

1. Switching user ID

If the user ID file you use does not have sufficient permissions to perform some of
the operations described in this annex, you will need to switch the user ID to an
ID with the highest security permissions possible. For determining the right ID file,
consult your Domino administrator.
To switch the ID:

a. File > Security > Switch ID... (see figure below)

#82 Change to another Lzer 0

lﬁ Edit Wiew Create Actions Administration  Configuration  Help
il o TS COHERE F ==
Cpen Server, ..
Cpen In Mew Window
Close ZEEIH-
Save hrl+5
Document Properties. ..

Meszaging... | Feplication | Configuration
Database

Replication
Mobile
Instant Messaging

v ¥ v r

ftkach. .

Imnpark...

Export...

PFinE. .. Chrl+P
Page Setup...

Preferences 3

User Securiby, ..
Tools k Lock Display FS
Switch ID. ..

Exit Adminiskrator
|

Figure 18 — Switch ID... menu option
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b. In the “Choose User ID to Switch To” dialog (see example in figure
below) choose the appropriate ID file and click “Open”

Choose User ID ko Switch To e |

Loak jr: I ) people j . EF Ea-

jirm.id

john.id
wsery_admin.id
wsery_cerk.id

File name: Open I
Filez of type: IID Filez j Cancel |

04/20/2005 02:57:26 Pt 3469 bytes y
Figure 19 — “Choose User ID to Switch To” dialog

c. Type the password of the ID you have chosen in the dialog that will
appear (see example in the figure below) and click “OK”.

Lotus Motes

| ] |
Foruger.  admin/telemeszage

Figure 20 — typing the password for user ID
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2. Allowing the Domino server applying security settings changes

If you had had no proper user IDs and security permission till now and you had to
make changes to your sever document ACL, ECL or to create new user(s), those
changes may not take effect immediately. Consult your Domino administrator to
make sure that the changes had taken effect before you continue. If administrator
is not available before you continue, please allow sufficient duration for Domino
server to process and apply the changes. We recommend that you wait about two
hours to be sure the changes took effect.

Security configuration in the Server Document

TeleMessage Plug-in requires a signature of a user that is listed in the
"Run unrestricted methods and operations” field in the security tab in the server

document.
To add the user to the field, follow the steps described on the two figures below

(the names of the entities on the figure are just examples):

1. Make sure
the desired
server is open.

3. Expand
“Server” section
by clicking on it.

3. Click the
“Current Server
Document” entry.

3. Click the
“Security “tab“ on
the form.

File Edit Administration People Help

#%2 TELEMESSAGE Domain - Domino Administrator

[Ke;

[ |

[ -0RA~]

I

|

Semer: vservftelemessage
H Releaze 6.5.1 on Windows NT 5.2

v vi Server

= | Curpyrt Server Docurnent |

Edi/taewer ($-)Create web (RS).. (@

Al Server Documents
Configurations
Connections
Programs

E ztemnal Damain
» B Messaging
» G Feplication

» I]jJ Chrectory
> Policies
»oiE wieh

v & Manitarinn Coefiooratios

/érver : yservftelemessage

Bazics | Becurit-.-'l Paortz | Server Tasks | Inte
I

Full Access adminftelemeszzag
adrminigtrators:

Fiqure 21 — Editing the security tab of the server document

2. Click the
“Configuration”
tab
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Ay ' . SR
ST j Y

zcellaneous | Transactional Logging I Shared Mail I Adminiztration I

Enter the user

here.
Fun unrestricted reu:lr'r'uir'u.l'teler'r'nassage, Development
rmethods and Telebezzageftelemessage =]
operations:

Figure 22 — "Run unrestricted methods and operations” field
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4. Managing database ACL (Access control list)

TeleMessage Plug-in requires that the signer of the mail database with
TeleMessage Plug-in will have at least a particular access level to the database
specified in the database ACL. This can be done either by adding the user to the
ACL and specifying proper access type and permissions or by adding the user to
a group that is already listed in the ACL and granted the desired.

To edit the ACL of a database, using the Domino Admin client, carry out the steps
described in the next two figures.

& Manage the A

File Edit Administration Files  Help — | 3. Choose the

- T 1. Make sure the i
. ) VALY type of files you
2. Click the File Ja@\ = ll / desired server is // v%/liZh to mangge
ta
g ]\ / open. /

\
& TELEMESSﬁGEDomain | / /

% People & Groups | Filesl Server/. | Messaging... | Heplicationl Configurationl
@ﬁ server EZE'%Q?%’.TL?@T’%?WS NT 52 Showme:  [Databases only [
# = C\Lotus\DaminotData | Tite & | Filename ¢ Physical Path & | File Format & | 8ize [
@ » [ doming @ admin admin.nsf Cllotus\DominolDat RE (43:0) 13.631.488
» (3 grhome & angelina golie angelg.ngf CilotugiDominolDat RE {43:0) 13,893,632
3 help @ David Smirnoff david.nsf CALotugiDominolDat RE {43:0) 13,631,488
1 iNates @ ; |
» [ Logs (S fiail|__opertEs CLotusiDarminelDat RE (43:0) 11.010,048
1 rgail & MMail( mew ¥ Lnef CllotusiDominolDat RE 43:0) 13,369,344
1 fnoderms @ Hairr|  Update Link, .. CALotugiDominolDat RE {43:0) 13,631,488
mtdata Antor Deleke Faolder... CALotuz\DominolDat RE (43:0) 13.631.488
4_- Brows to the schema.ft Razt  Manage Direckory ACL... CiLotus\DarnineiDat RE (43:0) 14,620,064
directory of the 3 wa ~t o SaminoiDat RE (43:0) 13,360,344
database the ACL Damain Catalog sl opy ominaiDat RE (43:0) 13,631,488
. . Compact...
of which you wish Full Text Index. ..
to manage Mulbi-Dakabase Index, ..

5. Right click the
mail database

6. Choose
Access Control > Manage...

Figure 23 — Opening the database ACL
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2. Specify the type
of the entity and
the desired access

Access Control List to:

fﬂ Basics
% Roles People, Servers, Groups | Show All j User twpe IPersor& j
Eﬁ -Default- Access IDesigner j
Log & admin/telemessage ¥ Create documents
A L
¢ Advanced - Ii|-=rr . v Delste documents
LocalDomain ervers ¥/ Create private agents
OtherDomains ervers ¥ | Create personal folders/views
vaery/telemessage ¥ Create shared|folders/views
ol
¥ Create LotusScrpt/lava agents
¥ | Fead public documents
1?% C"Ck_add to add ¥ wiithmublic documents
tenetig/etsolradefgi ¥ Replidate or copy documents
Roles
| Agdi. | | Bename... | | Remove |
f Effective bcoess 1 —— | 3. Check the desired
. permissions
Full name: Jim Back/telemeszage
An Access Contral List [ACL) defines wha can view and edit your database.
Select a name in the ligt to zee or zet the access azsigned to the name.
Last change: admin on 058,/03,/2006 17:40:30 Ak
According to: telemessage | ?K | | Cancel

3. Click OK when done.

Figqure 24 — Editing database ACL
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5. Managing Administration ECL (Execution Control List)

a. Using the Domino Administrator client, switch to an administrator ID,
b. Open the Domino directory (names.nsf) on the desired server.
c. Go to Actions - Edit Administration ECL.

@ Edit Adminiztration ECL

File Edit ‘ew Create | Actions Help

J @ @“ O{ E &pply Delegation o &l Selected Entries dh = %
T Edit Directory Profile —
I5S 0Rq Edit Administration ECL r
J l &dd Admin Roles ko Access Contral Lisk
TELEMESSAGE Do oo e Proie -Peopl. x|
- Updatesutobialerschedule PEEe -
Domino Dir¢ Recertify Selected People ran Dele
ﬁ People &dd Intermet Cert bo Selected People
ﬁ]ﬁ Groups Rename Selected People

Sefk Password Fields
Upgrade ko Maore Secure Inkernet Passwaord
Edit Docurment

Sand Miarnirmenk

[ Canfiguratic

@ ® Y

Figure 25 — Opening Administration ECL dialog
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The “Workstation Security: Execution Control List” dialog that will appear (see figure
below)

Workstation Security: Execution Control List

iy . 2. Choose “Workstation
' E . .
ECL far Adrmirizstratar IV Al user to me . olify: _ security” option.
{* winikstation security

Last modified 050242005 11:43:51 &M

™ Java applet zecurity

tadified By admintelemezzage = JavaScript zecurity
When zigned by A ley:
-Diefault- IV Aceess tofile spstem
Mo Signature- s t datab
BT Mail and Calendar eratu:un Tu:u:uls.-"Lu:utu& Mates C b Agoess Cu”?n =8 asn.e
Development T elebd Mteleme V' Access to en B 3. Check the desired

Doming Unified Communications SerwcestDtus Mot [ Access to non-Motes databag  “Allow:” options.
Lotuz Fax Development/Lotus Motes Companion Pro ™

Lotus Motes Template Development/Lotuz Motes Access to exernal code

Sametime Developrment/Lotus Notes Companion Prc ¥ Access to extemnal programs
vzerytelemeazzage Iw Ahility to send mail

[ Ability to read other databases

1. Click *Add” , add the [ Ability to modify other databases

desired user to the list

and then choose the user. v = L e
7 ocmss to Natwdk 4. Click “OK” when done.
[T Access towWorlstation Sed
1] | i
Add... | RBename... I | Remove I

Fiqure 26 — Editing Administration ECL

I | Cancel

Click “Add” and add the desired user to the “When signed by:” list.
Choose the desired user.

Check all the desired “Allow:” options.

Click “OK” when done.

@™o

Page 22 of 24
Version 1.3.3



Qe
@ TeleMessage Plug-in for Lotus Notes
® TeleMessage Installation Guide for Notes R6.X

Universal Communication Services

6. Refreshing the client ECL

In order for the ECL change made on server (as described in section 5) to take effect
on the Notes client, you have to refresh the ECL on the client.
To do this carry out the following steps:

1. Open the Notes client.
2. Open the user security dialog by choosing File - Security - User Security
from the main menu (see figure below)

ﬂ Digplay and modify zecurity settings
File Edit Wiew Create Actions Help

Mew 'jﬁ%“&ﬁé}ﬁ}@ﬁ}
Close el
Sae (o
Sawve fs Mew Yersion
Document Properties. ..
2:;::;2” : @Hn—- kA ermo HE Telekdeszzag
Mobile 4 who ~ Date ~
Instant Messaging P Jim Back Dar2 002 0L
Atkbach .. ad Jim Back D4r20r20c
Impott. .. ik adrmin 04rz205200
Export.. u adriin 047206201
Page Setup. ..
Prink Presiew. ..
Prink. .. Chrl+P
Preferences r
Securiby
Taols r Lock Display FS

_ Switch ID...
Exit Mokes

&

Figqure 27 — Opening User Security dialog

3. Type the users password if your prompted to do so.
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4.

2. Click “Refresh All”
button

1. Expand “What
Others Do” section

User Security

Security Baszics

lﬂ Identity of Others
Diefault- permizzions apply when code iz signed by someone not in thiz ligt,

'*Eﬁ El What Otherz Do ‘Mo Signature- permizsions apply when the code creator iz unknown,

Uszing Workstation

Using Applets Allow access to;
[ File system
™ Estemal code
[ Curent databaze

[ Erwironment variables

Uszing JavaScript

admin/telemeszage

BT Mail and Calendar Migration Toolz/Lotus M
Development TeletMessage/telemeszzage
Daming Unified Communications Services/Loty
Lotuz Fax Developrent/Laotus Maotes Companic
Lotuz Motes Template Development/Laotus Mot
Sametime Development/Lotuz Motes Companic

& [ Notes Data
& Mail

Allow ability to:
[ Send mail
" Fead ather databases

KN I

| Add.

|| Rename... Il Remove I

wéorkstation Applet.lavaSerpt ECLz last modified: 0540342005 12:14:44 P

_’I ™ Modify your Execution Control List

Maotes may run 'code’ [agents, commands, etc.] whenever vou uze a Motes database. Coge
identify itz creator. Based on the name found in the signature, you can restrict what code £3

Select a name in your Execution Contral List to see or zet the permizsions assigned to

TN
T E
[T N

" E
-

In the “User Security” dialog that will appear (see the figure below)

3. Click “Refresh All”
button

bk,

ternal priaranms
r-Mates Jatabases

port data
odify other databazes

Refrezh Al

0K

Cancel I

Figure 28 — User Security dialog

5. Expand the “What Others Do” section.
6. Click “Refresh All” button
7. Click “OK”

A dialog as in the next figure should appear.

Lotus Moktes ﬂ

Successtul change ko your Execution Conkral Lisk!

Fiqure 29 — ECL refresh confirmation

8. Click: “OK”
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